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Executive Summary 
Europe set out to give people control over online tracking. It imposed restrictions on 

cookies, the small file a website saves on your phone or computer. That 

privacy-protecting goal remains legitimate. Users should not be followed invisibly, 

pushed into choices they do not understand, or exposed to opaque data practices. 

But European web users going online now are greeted by a pop up asking, “do you 

share data?” The current consent system has grown into something few people 

understand, find useful, or defend: too many banners, too little meaningful choice, 

and too much legal uncertainty for businesses that rely on the open web. 

A series of often conflicting privacy regulations, from ePrivacy to GDPR, combined 

with fragmented enforcement, have pushed routine, low-risk functions into a 

relentless permission machine. Some cookies do basic jobs, such as checking 

whether an ad appeared, stopping fake clicks from bots, or helping a website work 

better. Others follow people across websites and build detailed profiles about them. 

EU privacy rules often push both into the same consent box, despite their different 

privacy risks. 

The result is a European “pop-up economy.” It protects privacy imperfectly, irritates 

users daily, and imposes costs on the firms least able to absorb them. 

Consumers face consent fatigue. They are asked the same question again and again, 

often through notices they do not read and cannot meaningfully assess. Many click 

without thinking to get to desired content. 

Small merchants see banners act as “do-not-entry” signs. More than 40 interviews 

conducted for this paper suggest users often abandon smaller websites after 

repeated prompts. Some merchants report losing up to 10% of potential customers 

when the banner appears. 

Publishers face a direct revenue hit. Advertising funds journalism, and that 

advertising is worth more when publishers can show basic facts: how many people 
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saw an ad, whether the views came from real users rather than bots, whether the 

same person was shown the ad too many times, and whether the campaign actually 

ran. As refusal rates rise and regulators demand granular choices, publishers are 

pushed toward business-killing paywalls and “consent-or-pay” models. 

Startups and SMEs face a scale problem. Large platforms can absorb legal advice, 

consent-management tools, engineering changes, and cross-border compliance risk. 

Smaller firms cannot. Fragmented enforcement turns one European rulebook into 

many practical interpretations. 

Innovation suffers when firms hesitate to launch, expand, or test new services 

because the legal guidance is unclear. The cost is measured not only in compliance 

spending, but also in products never built, markets never entered, and customers 

never reached. 

The European Commission’s proposed Digital Omnibus recognizes the frustration 

with cookie banners. It proposes “simplification.” That is welcome. But its current 

approach risks preserving the same consent machinery or even worsening it. 

●​ Keeps Scope: The proposal fails to draw a clear line between high-risk tracking 

and low-risk operational uses such as limited measurement, and fraud 

prevention. It fails to reduce the "consent surface." 

●​ Risks Centralization: It moves consent choices to browsers or operating 

systems risks turning tech giants owning browsers and operating systems into 

permanent web gatekeepers. 

A better way forward is possible. Europe can protect privacy, reduce pointless 

prompts, and give businesses clearer rules, if it follows the below recommendations.
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Recommendations 
1.​ Shrink the consent surface 

Allow websites to use basic, low-risk tools without asking every time for consent. This 

should cover essential but innocuous data collection such as counting visitors, 

checking that ads were shown, stopping bots and fraud, limiting repeated ads, and 

keeping the site secure. Strict rules still could be applied, requiring that data be used 

for that specific purpose, kept only briefly, and never reused to build profiles or track 

people elsewhere. 

2.​ Reinforce risk-based privacy protection 

Reserve consent for genuinely intrusive practices, especially cross-site behavioral 

profiling and sensitive data uses. Low-risk operational tools should be allowed to 

function under clear conditions without repeated prompts. 

3.​ Make enforcement consistent 

Reduce divergence among national authorities on issues such as analytics, cookie 

scope, legitimate interest, and consent-or-pay. The proposed move to bring the 

ePrivacy cookie rules into the GDPR framework represents a sensible step toward 

streamlining and harmonizing enforcement. 

Today, cookie enforcement remains fragmented. National authorities can take 

different views on issues such as analytics, cookie scope, legitimate interest, 

consent-or-pay, and the boundary between ePrivacy and data protection law. 

Businesses need predictable rules across the Single Market, not 27 versions of the 

same obligation. 

Under GDPR’s one-stop-shop principle, cross-border cases are handled by a lead 

data protection authority. This should reduce the current patchwork. 

4.​ Clarify consent-or-pay for publishers 
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Publishers need legal certainty on when they may offer readers a choice between 

paying for access or accepting advertising-funded access. Clear rules would protect 

readers while offering journalism a viable funding path. 

5.​ Avoid replacing banners with gatekeepers 

A centralized consent system must avoid default-setting power by dominant 

browsers or operating systems, avoiding locking in publishers, SMEs, and advertisers. 

6.​ Consider radical reform 

Imagine a scenario where ad transparency, not GDPR privacy, becomes the locus of 

“user choice”? Companies would gain the benefit of doubt to process data for 

ad-related—including personalized ad-related—without consent.  

The Digital Service Act shows a potential solution. Under it, publishers who are 

“online platforms” need to provide detailed information about those ads. One clicks 

on “Ads” or “Sponsored” bringing up a window to “Manage Ads Preferences / 

Settings.” An advertisement, not the website, becomes the focus of privacy concerns. 

With one bold stroke, such a reform would slay Cookie Monster. 
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Digital Omnibus and Cookies 
 

The European Commission’s proposed Digital Omnibus recognizes the frustration 

with cookie banners and attempts to simplify Europe’s fragmented consent rules. Its 

main proposed reform, contained in Article 88a, would take the core cookie rules 

out of the e-Privacy rules and put them into the GDPR privacy rules. Consent would 

remain as the default rule for storing or accessing information. Limited exemptions 

are offered for low risk uses. GDPR rules would apply to enforcement. 

Article 88b would allow users to express consent or refusal through automated 

technical signals, for example through browsers, operating systems, or digital 

wallets, rather than clicking through banners on every website. The aim is sensible: 

fewer pop-ups, more consistent choices, and less friction for users and businesses. 

But the Omnibus treats symptoms rather than the cookie disease. It may reduce 

some visible banners, while maintaining the consent-first model that created them. 

If consent is simply moved from websites to browsers, operating systems, or wallets, 

Europe may replace one layer of friction with another. Large digital gatekeepers 

that already own the main browsers, and operating systems would gain additional 

powers at a time when policymakers want to reduce their power.  
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Introduction 
In October 1994, a small banner appeared on HotWired, the online offshoot of Wired 

magazine. It asked: “Have you ever clicked your mouse right here? You will.” Almost 

half of users clicked. 

That modest banner helped launch the commercial web. Advertising gave 

publishers a way to fund content without charging every reader. It gave merchants a 

way to find customers. It gave users access to news, services, and entertainment 

without paying for every page they opened. Today, digital advertising is part of 

Europe’s economic infrastructure. It has been estimated to add €526 billion to the EU 

economy each year and support around six million jobs. For media, the dependence 

is even clearer: advertising accounts for more than 81% of European newspaper and 

magazine digital revenues, and more than 90% for many digital-native publishers. 

The costs of the current system are also now visible. One independent estimate puts 

the annual cost of cookie compliance at €2.3 billion, likely an undercount because it 

does not capture lost sales, abandoned visits, or services never launched. The 

European Commission itself estimates that reform could reduce administrative costs 

for businesses by more than €1.3 billion a year. 

Europe was right to worry about online tracking. Users should not be followed 

invisibly, pushed into choices they do not understand, or exposed to opaque data 

practices. Civil society groups have long warned that online advertising can become 

intrusive and unfair, especially when it relies on dark patterns, sensitive data, or 

profiling that users cannot see or control. Those concerns deserve to be taken 

seriously. 

But Europe has relied too heavily on consent as the answer. A tool meant to give 

users control has become a daily ritual few people understand and fewer still find 

useful. The web is covered in pop-ups. Users click to get rid of them. Businesses build 

systems to prove the click happened. Lawyers argue over button size, button order, 

wording, color, timing, and how often a user may be asked again. 
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The result is the cookie pop-up economy. 

This paper is about how that happened, who pays for it, and how Europe can fix it. It 

is based on EU legal texts, economic studies, regulatory decisions, and a broad and 

inclusive outreach to privacy and consumer, industry, academic and regulatory 

voices, out of which more than 40 conversations with stakeholders materialised, 

including publishers, SMEs, advertisers, ad-tech companies, privacy lawyers, 

consumer-facing businesses, trade associations, and academic experts. Most of those 

conversations took place in the background, allowing participants to speak plainly 

about what the rules mean in practice. 

The core problem is that different activities are pushed into the same consent box. 

Some cookies do basic jobs: keeping a user logged in, remembering a shopping cart, 

checking whether an ad appeared, stopping fake clicks from bots, or helping a 

website work better. Others follow people across websites and help build detailed 

profiles about their behavior. EU rules often push both into the same consent 

process, even though they pose different privacy risks. 

The costs are uneven. Large platforms can absorb legal advice, engineering changes, 

consent-management tools, and enforcement risk. Smaller firms struggle. Publishers 

face a direct revenue squeeze because advertising loses value when they cannot 

measure audiences, prove that ads reached real people, prevent fraud, or limit 

repeated ads. Some have responded with “consent-or-pay” models, not because this 

was their preferred business model, but because the advertising-funded model has 

become hard to sustain. 

The European Commission recognizes the frustration with cookie banners. Its new 

Digital Omnibus seeks to reduce friction and simplify parts of the privacy framework. 

That ambition is welcome. But the current proposal focuses too much on how 

consent is collected and too little on when consent should be required. It would 

allow users to allow or refuse consent once in their browser, operating system, or 

digital wallet. While this change would reduce visible pop-ups, it risks shifting power 

to whoever controls the default. 
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The European Commission is also preparing a new Digital Fairness Act to regulate 

dark patterns, addictive design, unfair personalization, and opt-out mechanisms for 

personalized advertising. The concerns are real. But Europe risks adding procedures 

around user choice without addressing the fundamental problem that users are 

already asked to make too many choices that they do not fully understand. 

A better answer is available. Europe can protect users from harmful tracking, 

manipulation, and unfair profiling while reducing pointless prompts and giving 

businesses clear rules. It should draw a sharp line between high-risk tracking and 

low-risk operational uses. Basic measurement, fraud prevention, security, ad-delivery 

checks, and service improvement should be allowed under strict safeguards: limited 

purpose, short retention, no reuse for profiling, and no onward use beyond the stated 

function. 

This paper makes the case for that reset: reduced meaningless prompts, 

strengthened protection against real abuse, clear rules for business, and no new 

gatekeepers standing between European firms and their customers.  
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Timeline: How Europe Built the 
Pop-Up Economy 

 

As the commercial web expanded in the late 1990s and early 2000s, websites, 

advertisers, analytics providers, and other third parties gained new ways to collect 

information about online behavior. Much of this happened invisibly, through cookies 

and similar technologies placed on devices. EU citizens could read a privacy policy, 

but in practice they had little real-time visibility over who was collecting their data, 

why it was being collected, or how it would be used. 

For more than 20 years, the EU’s answer to that problem has been consent. The idea 

was simple: if companies wanted to store information on a device, read information 

from it, or process personal data for certain purposes, the owner should be asked 

first.  

But consent was asked to do too much. It now covers different activities: cookies 

that help a site work, tools that count visitors or check whether ads were shown, and 

tracking systems that follow people across websites to build detailed profiles. 

Europe ended up with a system that asks too often, explains too poorly, and treats 

low risk uses like high-risk tracking. 

1994: The web finds its bargain 

Online advertising begins to fund free content and services. Cookies emerge as a 

simple memory tool. They keep sessions alive, remember preferences, and help 

measure whether ads worked. The early web rests on a simple exchange: users gain  

access, publishers revenue, and advertisers evidence that their ads ran. 

2003: The EU creates the trigger 

The 2002 ePrivacy Directive required websites that wanted to save or read almost 

all cookies on a user’s phone or computer to give the user clear information and a 
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right to refuse. This “device access” rule became the starting point for later fights 

over when websites must ask for consent. 

2011: The cookie law takes effect 

The EU later tightened the cookie rule. By May 25, 2011, governments had to apply 

new rules requiring websites to obtain consent before placing or reading most 

cookies, rather than merely informing users and offering them a way to refuse. 

This “Cookie Law” marked the shift from a lighter information-and-refusal model 

toward a prior-consent model. The change made sense for invisible tracking, where 

information about what someone does online is collected in the background, often 

across websites, without the user clearly seeing who receives it or how it is used. 

But over time, the same consent process began to cover ordinary website functions 

too: cookies that keep someone logged in, cookies that check whether an ad was 

shown, and cookies used to build a behavioral profile are very different. 

2010s: Consent becomes infrastructure 

A single click turned into a full compliance system. Websites no longer just had to 

ask users for consent. They also had to keep records showing what the user was 

told, what they accepted or refused, when the choice was made, and whether that 

choice was passed correctly to advertising and analytics partners. 

This created an exhaustive layer behind the banner: consent logs, vendor lists, proof 

trails, and consent-management platforms. The click became less like a simple 

choice and more like evidence a business might need to defend later. 

2018: GDPR locks in the model 

The General Data Protection Regulation (GDPR) went into effect on May 25, 2018 

changed the legal environment around consent. 

GDPR made consent harder to obtain. Consent now had to be clear, specific, 

informed, freely given, and easy to withdraw. Businesses also had to keep evidence 

that consent was valid. 
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If the rules were broken, GDPR imposed large fines. Many firms moved toward the 

safest option: ask users for consent for even routine or low risk uses. 

2019-2020: The courts raise the bar 

The Court of Justice of the European Union reinforced the active-consent model. In 

the Planet49 case, the Court held that pre-ticked boxes did not represent valid 

consent for cookies. Users had to actively agree. Silence, inactivity, or a box already 

ticked for them was insufficient. 

In the Orange România case, the Court again stressed that consent must be active, 

specific, informed, and freely given. Consent could not be buried in paperwork or 

inferred from a lack of objection. 

While these rulings helped clarify users’ rights, they added additional burdens   on 

businesses. 

Late 2010s to early 2020s: Europe improves the banner, but not enough of the 

system 

Regulators focused on how consent is presented: whether “accept” and “reject” 

buttons are equally visible, whether users can refuse as easily as they can accept, 

whether choices are granular enough, whether withdrawal is easy, and whether 

interfaces manipulate users into agreeing. 

These clarifications made banners longer and more complex. The tough question 

remained unresolved: which uses should require repeated prompts? 

2017–2025: Reform gets stuck 

The Commission proposed an ePrivacy Regulation in 2017 to replace the older 

ePrivacy Directive. It aimed to harmonize rules across the EU, including for cookies, 

electronic communications confidentiality, tracking technologies, and enforcement. 

But the proposal stalled. Governments, privacy advocates, industry groups, 

publishers, telecom operators, and technology companies disagreed over how strict 
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the rules should be, which uses should be exempted, and how consent should work 

in practice. 

In the process, the Commission tested soft tools, including the Cookie Pledge, a 

voluntary initiative launched in 2023, to reduce cookie fatigue. But voluntary 

commitments could not fix the underlying legal structure. 

The ePrivacy Regulation proposal was eventually withdrawn in 2025, leaving the old 

framework in place. 

2020s: Costs mount 

Users confront banner fatigue. Smaller firms face fixed large compliance costs. 

Publishers struggle to measure audiences, prove ad delivery, prevent fraud, and 

maintain advertising value. 

The same consent framework is asked to cover both intrusive tracking and ordinary 

website operations. That is the core problem: Europe built a system designed to 

protect users from hidden surveillance, but it now often treats too many routine 

digital functions as if they pose the same risk. 

2026: A chance to fix the system 

The Digital Omnibus recognizes the frustration with cookie banners. It proposes to 

fold parts of the cookie framework into the GDPR through new Articles 88a and 88b. 

Article 88a would bring the rule on storing or accessing information on a device 

closer to the GDPR framework and create limited exemptions for certain low risk 

tasks. Article 88b would allow users to express consent or refusal through 

automated, machine-readable signals, including through browsers, operating 

systems, or digital wallets, rather than clicking through banners on every website. 

But this proposal risks reinforcing a few gatekeepers. Reducing friction will require 

more than clean presentation rules or technical signals. Europe needs to narrow the 

scope of consent and low risk tasks. 
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The opportunity is clear: reduced meaningless prompts, strong protection against 

harmful tracking, and clear rules for the businesses that fund and build the open 

web.  
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Chapter One: The Cookie Revolution 
In October 1994, AT&T paid for a small banner on HotWired, the online offshoot of 

Wired magazine. It was a modest ad buy, but it helped establish the bargain that 

funded the commercial web. HotWired needed revenue to publish. Advertising, 

which had long funded newspapers and magazines, offered the answer. The content 

stayed free. There were no user profiles, no real-time auctions, no consent prompts. 

The early web had another problem. Websites had almost no memory. Each click 

looked like a new visitor. A site could not reliably tell whether you were logged in, 

which language you had chosen, what was in your shopping cart, or whether you 

had already seen the same ad. Publishers and advertisers wanted something simple: 

basic memory and basic measurement. 

Cookies solved that problem. 

A cookie is a small piece of text that a website asks your browser to store and return 

on later visits. It usually contains a short identifier and simple instructions, such as 

how long it should last and which site may read it. It is not a program. It cannot, by 

itself, inspect your device or run code. A cookie is closer to a coat-check tag: useless 

on its own, but useful because the server can match it to a record on its side. 

The term comes from an older computing idea called a “magic cookie”: a small token 

that a system gives you and that you later return as proof that you are the same user 

or session. Web cookies borrowed that logic. 

Cookies quickly became part of the plumbing of the web. Some keep a site working. 

They log you in, remember what is in your cart, or keep your language setting. 

Others help with basic counting: how many people visited a page, whether an ad 

appeared, or whether the same user was shown the same ad too many times. Others 

help detect fraud, such as bots pretending to be people and generating fake clicks. 

These uses are ordinary website operations. They are also easy to misunderstand 

because the same word, “tracking,” now covers too much. 
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Contextual advertising shows ads based on what a user is looking at now. A person 

reading about hiking boots may see an ad for hiking boots. Behavioral advertising 

goes further. It uses information about what someone has done over time, often 

across many websites, to predict what ad might work. That is the form of advertising 

that makes people feel followed around the internet. 

A cookie that keeps a shopping cart alive, a cookie that checks whether an ad 

appeared, and a cookie used to follow someone across the web do not carry the 

same privacy risk. Treating them too similarly is where the policy problem begins. 

The economic value came from measurement. A print ad could tell a business where 

the ad appeared. A digital ad could tell whether the ad had loaded, whether it 

reached a real user rather than a bot, whether the same person saw it too many 

times, and whether the campaign helped produce a sale. That information makes 

advertising less wasteful. It helps businesses that buy advertisements spend more 

carefully and helps publishers prove the value of the space they sell. 

The evidence is clear. A study of 260 million ad impressions across more than 10,000 

publishers found that ad prices drop by 18% to 23% in the EU when user identifiers or 

tracking signals are unavailable. A later field experiment found that removing 

third-party cookies reduced publisher revenue by 29.1%, while Google’s Privacy 

Sandbox recovered only 4.2% of the lost revenue. Another study estimated that if 

advertisers lose the ability to optimize ad delivery with offsite data, the median cost 

per customer rises by 31%, with smaller advertisers hit especially hard. 

This matters because lower ad prices do not only hurt ad-tech intermediaries. They 

directly reduce the revenue available to publishers, including news media, that rely 

on advertising to fund journalism and free content. They also make customer 

acquisition more expensive for smaller businesses, which depend on efficient 

advertising to reach buyers without the brand recognition, data reserves, or 

marketing budgets of larger firms. 

That does not mean every form of tracking should be allowed. It means the 

distinction matters. Measurement, fraud prevention, frequency capping, and 

ad-delivery checks are part of how advertising-funded services work. Detailed 
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behavioral profiling raises different concerns and deserves stricter limits.  “Actually, 

cookies are among the most privacy-friendly technologies we have,” argues Dr. 

Bernd Skiera of Goethe University Frankfurt. 

Europe’s privacy law took a different route. The 2002 ePrivacy rules made the act of 

storing or accessing information on a user’s device the key legal trigger. But the 

trigger focused on the technical act of device access, rather than the risk created by 

the use of that information. 

Cookies became legally sensitive even when the purpose was routine. Companies 

began requiring consent even for low risk cookies that keep a service running, count 

visitors, prevent fraud, or measure whether an ad appeared. 

Exemptions remained narrow. A website could place cookies without asking only 

when they were strictly necessary to provide what the user requested: load the page, 

keep a cart, complete a login, remember a language setting. Everything else was left 

exposed. Audience measurement, analytics, ad delivery checks, and fraud prevention 

often sat in a grey zone. Many businesses treated that grey zone as a warning sign. 

Consider fraud detection. Many websites use technical signals from a user’s device to 

detect fake accounts, bot traffic, payment fraud, credential-stuffing attacks, or other 

suspicious behavior. Those tools check whether a device has appeared before, 

whether activity looks automated, whether the same device is being used to abuse a 

service, or whether an ad impression or transaction is genuine. 

Routine ad operations depend on signals: ad delivery confirmation for billing, 

performance measurement, brand safety, frequency capping, and ad fraud 

detection. If every such signal is treated as tracking that requires consent, the system 

becomes unmanageable. 

Cookie rules on security and anti-fraud tools raise a perverse possibility: a website 

could appear to need the consent of the very person it is trying to investigate: the 

fraudster, warns Mikołaj Barczentewicz, a scholar of EU privacy and technology law 

and Senior Scholar at the International Center for Law & Economics. 
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Over time, the compliance burden moved from asking to proving. A simple “yes” or 

“no” was not enough.  A website had to show what the user was told, what the user 

accepted, when the user accepted it, and whether the user later withdrew it. A 

fleeting click became an audit trail. Asking for consent became storing, managing, 

transmitting, and defending consent. 

Online advertising made this harder because ads involve several parties. A publisher 

may sell space. An ad-tech company may help place the ad. Another company may 

measure delivery. Another may check fraud. Another may manage consent. The user 

is being asked to approve the whole chain. 

Consent-management platforms emerged to run this system. They sit behind the 

banner, record the user’s choice, and pass a signal to advertising and analytics 

partners. They signal to those partners what the user has accepted or refused. This 

infrastructure helped companies comply. It did not make the user experience simple. 

Some of these changes responded to real abuses. Users should not be tricked into 

consent. Refusing should not be harder than accepting. But each new layer also 

made the system more complex. The more choices a user sees, the less likely the 

user is to understand them. The more separate chances a user gets to refuse, the 

more likely routine business functions are switched off. 

But that “no” has consequences. For a publisher, measurement is how advertising is 

priced and proved. It shows how many people saw an ad, whether they were real 

users, whether the campaign ran, and whether the same person was shown the 

same ad too often. When measurement becomes harder, ad inventory loses value. 

When ad inventory loses value, the free-access model becomes harder to sustain. 

Europe tried to stop invisible access to users’ devices and give people more control. 

But by making device access the trigger, and by reading exemptions narrowly, the 

system pushed many ordinary website functions into the same consent process now 

used for higher-risk tracking.  The result was predictable: more banners, more 

records, more legal caution, and less clarity for users.  
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Chapter Two: GDPR Locks in Cookie 
Monster 
By the late 2000s, cookies were being used to recognize users across websites, 

measure advertising, target ads, and build behavioral profiles. European wanted to 

stop invisible tracking and offer a meaningful chance to object. 

In May 2011, they moved cookies from a light notice-and-refusal model toward a 

prior-consent model. Websites could no longer simply tell users that cookies were 

being used and offer a way to object. For most non-essential cookies, they had to ask 

first. 

But the strict consent rules failed to offer clear guidelines. Governments and 

regulators failed to read the rules in the same way. In Germany, regulators argued 

that legitimate interests could support some forms of advertising-related processing. 

In Spain, the data protection authority at one stage accepted broad user conduct, 

such as continued browsing or mouse movement, as a sign of consent. Across 

Europe, businesses faced the same basic question with different practical answers: 

when exactly must a website ask? 

The 2018 General Data Privacy Regulation changed the risk calculation. 

The regulation does not regulate cookies. It regulates personal data. ePrivacy governs 

storing or accessing information on a user’s device. GDPR governs the personal data 

that may be collected or processed as a result. The two collide.  Where consent is 

used, GDPR sets the standard. Consent must be freely given, specific, informed, 

unambiguous, and easy to withdraw. It also has to be proved. 

Under GDPR, a banner could no longer be treated as a simple notice. It became 

evidence. A company needed to show what the user saw, what options were 

available, what purposes were listed, when the choice was made, and whether 

refusal was as easy as acceptance. GDPR also raised the stakes by allowing fines of up 

to €20 million or 4% of global annual turnover, whichever is higher. 
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Consent became the safest route for many firms. Although legitimate interest 

remained available in principle, it required a balancing test and carried litigation risk. 

Most companies ended up choosing consent because it is easier to gather evidence 

of compliance than to defend a contested balancing test. Dr. Bernd Skiera describes 

the logic: once a user clicks yes, the firm is usually “on the safe side.” That is why 

consent became so attractive. It did not necessarily reflect the best user experience. 

It reflected legal risk management. 

Case law reinforced the shift. In 2019, the Court of Justice of the European Union 

ruled in Planet49 that pre-ticked boxes do not constitute valid consent. Regulators 

also became more prescriptive about banner design, layers, withdrawal, and user 

interaction. The goal was to make consent more genuine. The effect was also to 

make consent procedural. 

News Media Europe describes the result as a framework “anchored in burdensome 

procedures.” That phrase captures the daily reality for many publishers. GDPR was 

meant to be risk-based. In practice, much of the work became documentary: 

interfaces, logs, consent strings, vendor lists, proof trails, and internal records. 

The tension is obvious. Regulators want consent to be clear, specific, and freely given. 

Users want to get to the page. Businesses want predictable rules. The more 

regulators demand detail, the longer and more technical the banner becomes. The 

more choices users receive, the less likely they are to read them. A privacy tool 

becomes a compliance exercise. 

The evidence on consent design confirms the problem. One large field experiment 

found that hiding rejection choices behind extra clicks reduced selection of those 

choices by 70%. It also found that 22% of users closed banners without making a 

choice, while holding different beliefs about what closing the banner meant. The 

same study estimated that users spend 6.6 minutes each week on consent 

interactions. Time costs, not only privacy preferences, shape the system. 

GDPR also changed firm performance. One global analysis found that companies 

most exposed to GDPR saw profits fall by about 8% and sales by about 2%. The 

impact was not evenly shared. Large technology companies remained relatively 
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unaffected, while small technology companies suffered more sharply. That finding 

fits what businesses described in our interviews: compliance costs behave like fixed 

costs. Large firms spread them across huge user bases. Small firms feel them directly. 

Other studies suggest that reduced advertising effectiveness can lower investment, 

increase concentration, and raise prices. Evidence from Apple’s App Tracking 

Transparency policy shows how this can play out in practice: when advertising 

effectiveness falls, small e-commerce firms are hit hardest because they rely on 

targeted advertising to find new customers. 

The economic fallout is widespread. Privacy rules do not only affect platforms. They 

affect the businesses that use platforms to advertise, the publishers that sell 

advertising, and the small firms that depend on measurable customer acquisition. 

FEDMA, representing data and marketing firms, describes the Single Market 

problem in one phrase: “up to 27 interpretations.” The law is European, but 

day-to-day enforcement remains national. A startup may be compliant in Belgium 

and still worry about the Netherlands or Luxembourg. FEDMA says firms hesitate to 

expand “by fear that they’re not compliant with their neighbors’ legislation.” 

That uncertainty changes behavior. A company does not need to be fined to become 

cautious. It only needs to believe that a regulator may later disagree with its 

interpretation. FEDMA gives the lesson companies draw when they invest around 

one reading of the law and an authority later rejects it: “don’t build.” 

Once firms build the systems, hire the lawyers, buy the tools, and redesign the user 

interface, the machinery becomes hard to unwind. Consent-management platforms, 

legal templates, compliance dashboards, audit trails, and vendor frameworks 

become part of the web’s infrastructure. They help firms survive the rules, but make 

the system feel permanent. 

For publishers, the cost is direct. Advertising pays the bills, and advertising depends 

on being able to show advertisers that ads reached real people and worked. That 

requires audience measurement, ad-delivery checks, fraud prevention, frequency 
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capping, and ad verification. These tools are ordinary for a media business. Yet they 

are often pulled into the same consent debate as profiling. 

Over time, the system turned risk-based privacy into interface law. The legal question 

became less about the actual harm of the data use and more about the journey 

through the banner. Did the user see the right wording? Were the buttons 

symmetrical? Were the toggles separate enough? Was the second layer clear? Could 

the user withdraw as easily as they accepted? 

A user can receive a perfectly symmetrical banner and still have no meaningful 

understanding of what is happening. A company can maintain a clean consent log 

and still face uncertainty across borders. A publisher can comply with granular rules 

and still lose the measurement needed to fund journalism. 

GDPR locked in Cookie Monster because it raised the standard for valid consent and 

the proof burden where consent is used. Even when policymakers admit the banner 

experience is broken, the instinct is often to redesign the same machinery: clearer 

buttons, better layers, stricter symmetry, longer cooling-off periods, more granular 

choices. 

True reform requires a narrower consent surface. Consent should remain strict where 

tracking is intrusive, sensitive, or used to build detailed behavioral profiles. Routine, 

low-risk functions should not be forced through the same process when safeguards 

can protect users more effectively: limited purpose, short retention, no reuse for 

profiling, and no onward use beyond the stated function.  

22 



 

 

Publishers Lament 
 

 

 

Source: Wikimedia Commons 

The leading Austrian newspaper Der Standard thought it was offering a fair deal. 

Readers could pay for journalism the old-fashioned way—buying a subscription for 

a monthly fee of €9.90—or they could read for free, allowing advertising to pay the 

bill. The paper was upfront. Choose a subscription and get a clean site with no ads 

and no data-driven targeting. Choose the free version and accept ads and the data 

processing that makes those ads valuable. 

Then GDPR arrived, and with it, a legal morass. 

Austrian privacy activist Max Schrems filed suit in 2018. The founder of the privacy 

NGO None of Your Business already had led scorched earth campaigns against 

Facebook for its privacy violations and the alleged transfer of European personal 

data to US security services. Against Der Standard, Schrems argued that the pay or 

consent model did not give readers a “free choice,” because almost all readers 

chose the free, ad-filled version, resulting in “a North Korean consent rate of 99.9%.”  

The Austrian privacy watchdog agreed. It ruled in 2023 that the pay or consent 

model was illegal, because it only allowed binary consent or rejection. Under GDPR, 

readers should have the option to consent to specific types of data processing. 

Instead of asking readers to choose between paying for subscription or receiving 

ads with a single button, the regulators demanded three separate choice buttons. 
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●​ First: embedded social media content. If an article includes a tweet or a social 

post inside the page, readers need to receive a separate choice - strip it out 

and use a screenshot. 

●​ Second: website analytics. Publishers measure traffic to understand what 

content performs, and to show advertisers reach and delivery. Regulators said 

bundling analytics under the general consent screen was unacceptable. 

Readers needed to be offered an opportunity to opt out. 

●​ Third: ad-space analysis—proof that ads were delivered. Der Standard 

describes this as the most absurd part of the ruling. You can’t sell advertising if 

you can’t measure whether readers view it. “If you want to sell advertisements 

you need to “how many visitors you have. You need to show a client that the 

campaign ran.” 

Der Standard rebuilt its website and allowed subscribers to choose whether or not 

to see social media plugins in articles. If readers want them, they get a separate 

consent request. Readers are allowed to opt out of website analytics and opt out of 

ad-space measurement—choices Der Standard says are bad for their business. 

The saga goes on. The Austrian Data Protection authority is now reviewing whether 

the changes were implemented correctly. 
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Chapter Three: Consent Becomes 
Cost 
The cookie banner looks like a nuisance. In practice, it acts like a tax: a small toll 

collected at every visit. 

Some firms can afford it. Others cannot. 

Start with the merchant. A small business does not have many chances to win a 

customer. A person looking for a niche product may open one website, then another, 

then a third. Each site asks for consent. By the third banner, one e-commerce 

platform interviewed said, users are often “done with it… tired… fed up.” They close 

the page before seeing the product. 

For small merchants, that lost attention becomes lost sales. They do not have the 

brand power of a large marketplace. They do not have thousands of products to keep 

people browsing. They also do not have legal and engineering teams constantly 

adjusting banners, records, and settings. 

The platform calls cookie banners a “do-not-entry sign for small businesses.” The 

phrase captures the problem. The banner appears before the merchant has had a 

chance to show the product, earn trust, or explain why basic data use may improve 

the service. 

The numbers from merchants are stark. “We lose about 10% of potential customers 

the moment our cookie banner appears,” says Artur Wagner, Chief Digital Officer of 

the German leather goods company Braun Büffel. As banners proliferated, Wagner 

says refusal rates surged. “Five years ago, 10% of users rejected cookies. Today, it’s 

50%.” 

The consequences are measurable. Wagner says conversion rates are 50% higher 

among users who accept cookies. Users who refuse may lose helpful features such as 

wish lists, remembered preferences, or smoother navigation. The business then pays 

twice: first through lost sales, then through customer support. 
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The platform sees this pattern across smaller sellers. When users refuse cookies, 

some features work less well. Customers then ask why a function is missing, why a 

friend sees something they do not, or why the site feels different. Someone has to 

answer. Someone has to maintain the “no-cookie” version of the site. For a small 

merchant, that is time, support, and technical maintenance that could have gone 

into the product. 

The fixed costs make the problem worse. Even a small firm needs a consent tool to 

block tags until a user clicks, store the user’s choice, and keep scanning the site as 

cookies and vendors change. At the time of writing, Cookiebot’s published pricing 

lists €30 per month, per domain for accounts with fewer than four domains and up 

to 3,500 subpages, before implementation and maintenance. Consentmanager’s 

“Essential” package starts at €59 per month and includes one million pageviews, 

with extra charges above that. 

And that is just the tool. Small firms still need developer time, legal review, banner 

updates, consent records, and troubleshooting as regulators and enforcement 

expectations change. The cost does not shrink neatly with the size of the business. It 

lands as a fixed bill plus ongoing work. 

Advertising costs also rise when measurement weakens. A small company buys ads 

to find customers. If it cannot tell which ads worked, it spends more and learns less. 

Recent research on offsite tracking data found that when advertisers lose the ability 

to optimize ad delivery with offsite data, the median cost per customer rises by 31%. 

The burden falls especially hard on smaller advertisers. 

That is why many entrepreneurs see targeted advertising as a growth tool, not a 

luxury. Startups need “a rifle, not a shotgun,” says Peter J. Kofler of Danske 

Iværksættere Startup Association. A large brand can afford broad, wasteful 

marketing. A startup cannot. It needs to find the right customers quickly, with 

limited money. 

The point is not that every form of targeting should be allowed. The point is that 

advertising restrictions do not fall only on large platforms. They also hit the 

businesses that use those platforms to reach customers. 
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Small companies need advertising to acquire new customers, reach local audiences, 

and increase sales. Across six markets, most SMEs using targeted or personalized 

advertising said it helped them compete with larger or more established companies. 

Publishers sell advertising to fund content. That advertising is worth less if they 

cannot measure audiences, prove that ads were shown, stop fake traffic, or limit 

repeated ads. NewsMediaEurope says publishers are often “required to obtain the 

consent of the user” for audience-measurement tools, even where the output is 

aggregated statistics used to understand audiences and improve content. 

This is how a privacy procedure becomes a media funding problem. When users 

refuse consent, publishers often lose access to data used for ordinary measurement. 

When measurement weakens, ad inventory loses value. When ad revenue falls, 

publishers search for alternatives: subscriptions, paywalls, consent-or-pay, more ads, 

or lower investment in journalism. 

Roughly 20% to 25% of users refuse consent, says Thomas Lue Lytzen, Director of Ad 

Sales and Technology at JP/Politikens Media Group. Without consent publishers lose 

or limit tools for tracking, frequency capping, measurement, and anti-fraud. Readers 

are pushed back to “the internet in the early 90s,” Lytzen laments. 

Publishers did not invent the choice of either paying for content or consent for free 

articles because they wanted to annoy readers. They adopted it because the old 

bargain became harder to sustain. If a reader refuses advertising-related data use, 

and if that refusal reduces the value of the ad-funded model, the publisher has to ask 

for payment somewhere else. 

The same cost pattern appears in compliance. Large platforms can internalize the 

burden. They have privacy teams, engineers, lawyers, and product managers. They 

can test flows, absorb complaints, and adjust across markets. Small firms often buy a 

tool and hope it is enough. 

Users do not benefit much from this complexity. The theory is that more detail gives 

people more control. In practice, many users do not read the notices, do not 

understand the choices, or do not know what happens when they close the banner. 
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A large field experiment found that 22% of users closed banners without making a 

choice, while holding different beliefs about what closing meant. The same study 

estimated that users spend 6.6 minutes each week on consent interactions. 

That is time lost across millions of people. It is also a poor form of privacy protection. 

A user can be asked many questions and still not understand the data flows. A 

business can collect many clicks and still not build trust. 

The consent-first cookie system creates three burdensome costs. 

It raises the cost of advertising. Businesses pay more to reach customers and learn 

less from campaigns. 

It raises the cost of operating. Firms build compliance layers, support flows, and 

technical workarounds that do not improve the product. 

It raises the cost of entry. Smaller players hesitate to expand, test, or launch because 

the legal and operational burden is hard to price. 

Europe says it wants more competition, more startups, stronger media, and a more 

competitive digital economy. The current cookie system pulls in the opposite 

direction. It rewards scale, punishes uncertainty, and makes the open web harder to 

fund. 

The fix is not to abandon privacy. Users need protection from invisible tracking, dark 

patterns, sensitive-data abuse, and intrusive profiling. But routine, low-risk functions 

should not be treated like the enemy. Basic measurement, fraud prevention, security, 

ad-delivery checks, and service improvement can be allowed under strict limits: clear 

purpose, short retention, no reuse for profiling, and no onward use beyond the stated 

function. 

Reform should reduce the toll. Few meaningless prompts. Clear rules. Less 

fragmentation. Improved protection where the real risks are.  
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Calculator Cookies 
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Source: https://www.calcuso.com/ 

 

It started in 2009, with a calculator. Alexander Giersz found a device that helped 

him with his exams at the University of Freiburg in Germany. He needed to earn 

money and “didn’t want to work as a waiter in a restaurant.” The 18-year-old student 

began importing calculators and selling them online.  

The business thrived. Giersz dropped out of his law studies and launched CALCUSO 

on Amazon, C-Discount, Bol.com, and other marketplaces, offering a broad range of 

educational and school supplies for teachers, students, and their parents. Few 

regulations on e-commerce marketplaces existed at the time, and CALCUSO grew 

fast, expanding to three million customers, 50 employees, and €25 million in sales. 

Then Giersz hit the cookie wall. He needed to advertise to build his business. But 

because of European privacy rules, introduced after 2017, he couldn’t tell if his ads 

were working and bringing in customers. The reports he received from Google and 

Amazon, he believed, contain inaccurate, incomplete information. 
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“I feel blind,” he recalls. “You spend thousands of euros, and you don’t have data. I 

fear money is being thrown out of the window.” 

The ambitious entrepreneur doesn’t need personal data. He didn’t need to know the 

identity or address of the potential buyer. He didn’t need to know if the buyer was a 

woman or a man, a teacher or a student, even if that would have been interesting. 

He just needed a cookie to know whether someone who clicked on his ad ended up 

buying something on his site.  

A privacy-sensitive solution should be possible if the anonymous data of buyers were 

considered non-personal data. Unfortunately, the current European Commission’s 

The Digital Omnibus doubles down on the “consent”-only paradigm and mandates 

the use of centralized privacy controls through browsers, OS, or digital wallets that 

would manage user choice, adding to his woes because even more potential buyers 

would reject cookies. 

The rules “end up hurting consumers,” he insists. “Since I have to spend more on 

advertising, my costs are higher than necessary, and I have to raise prices.”  

Future European entrepreneurs will suffer. Giersz built CALCUSO before the brunt of 

European regulations hit e-commerce. His wife recently considered launching her 

own website to sell cosmetics, only to hear her husband warn her about the 

regulatory obstacles.   

“She ended up listening to me and picking another profession, " he says.  
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Chapter Four: A Fix That Still Needs 
Fixing 
Europe is trying to simplify digital rules in the name of competitiveness. That is the 

right ambition. The Commission has recognized that cookie fatigue is real, that users 

are tired of banners, and that businesses spend too much time managing consent 

rather than building better services. 

The Digital Omnibus represents a welcome opening. It puts the problem on the 

table. But the current proposal risks preserving the system that created the problem. 

It focuses heavily on how consent is collected, while doing too little to narrow when 

consent is required. 

That matters because the cookie problem is not only a design problem. It is a scope 

problem. If too many routine functions still require consent, the banner survives. It 

may look cleaner. It may offer a clearer refusal button. It may be linked to 

machine-readable signals. But the underlying machinery remains. 

Article 88a of the Commission’s proposal would create more detailed rules for 

consent screens. Websites would have to let users refuse with a single click, through 

a clear “reject all” option at the banner level. They would also have to respect that 

refusal for a set period, commonly described as a six-month “do-not-re-ask” period. 

The consumer logic is easy to understand. Refusing should not be more difficult than 

accepting. Users should not be pushed into agreement by confusing design. Civil 

society groups are right to insist that consent should be real, not extracted through 

tricks. 

But more rules on the shape of the banner do not solve the deep problem. They can 

even make compliance more procedural. Businesses then fight over the exact 

placement of buttons, the timing of repeated requests, the wording of options, and 

the legal meaning of silence, refusal, or withdrawal. 
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One large e-commerce platform warns that this kind of hard-coded interface law can 

create “UX lawyering.” Small firms become vulnerable to claims over tiny design 

choices, even when the underlying data use is low risk. For a large platform, that is 

manageable. For a small merchant, it represents another reason to hesitate. 

The most difficult question is which functions should sit behind the banner. The 

Omnibus does not draw a clear line between intrusive tracking and basic operations. 

Without bold reform, businesses will keep treating consent as the safest cover. 

Routine operations will keep appearing in the same pop-up as profiling. Users will 

keep clicking through lists they do not read. 

The second major concern is centralization. 

Article 88b would allow users to express consent, refusal, and objections through 

automated, machine-readable signals. In practice, that points toward choices set in 

browsers, operating systems, apps, or digital wallets. The appeal is clear: set a 

preference once, stop seeing banners everywhere. 

But centralization creates a new risk. Whoever controls the default can shape the 

data flows of the open web. If the consent layer moves into the browser or operating 

system, the browser or operating system becomes a powerful intermediary between 

publishers, merchants, advertisers, and users. 

NewsMediaEurope warns that centralized settings would “disintermediate” 

publishers from their audiences. Publishers would lose the chance to explain, in 

context, why they use data and what readers receive in return. A national newspaper, 

a niche magazine, a local merchant, and a global platform would all be filtered 

through the same technical layer. 

The risk is practical. Google, Apple, and Microsoft operate the most important 

browsers and operating systems. These companies already shape the advertising 

market. A browser-level consent system could give them even greater influence over 

who receives data, who can measure advertising, and who can fund content. 

One European marketing association says centralized consent would “give 

disproportionate power to a few players.” It also argues that such a move sits uneasily 
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beside the EU’s own competition agenda. Brussels would be trying to limit 

gatekeepers in one file while giving them a new gatekeeper function in another. 

The European Commission has tried to answer some of these concerns through a 

media exemption. The intention is understandable. News publishers play a special 

role in democratic life, and policymakers do not want to damage journalism. 

But the exemption may create its own problems. NewsMediaEurope warns that if 

users discover that “everyone has to follow their consent settings except media 

websites,” they may feel “cheated.” That would hurt the very trust publishers need. 

The exemption also raises liability questions. Someone in the advertising chain may 

have to decide who qualifies as a media service provider. Many intermediaries will 

not want to carry that risk. A carve-out meant to help publishers could become 

another compliance puzzle. 

Commercial broadcasters make a related point. They argue that the list of purposes 

allowed without consent is too narrow and does not reflect the low-risk processing 

that audiovisual media services need to operate. In other words, the problem is not 

only who gets an exemption. It is whether the exemption covers the functions that 

actually keep media businesses working. 

The Digital Fairness Act debate shows the same unresolved tension. The Commission 

is looking at dark patterns, addictive design, unfair personalization, influencer 

marketing, and consumer vulnerability. Those are real concerns. Some online 

practices manipulate users and should be restricted. 

But the policy debate is becoming confused. On one track, Europe tightens consent 

and opt-in expectations. On another, it considers opt-out mechanisms for 

personalized advertising. Both are presented as ways to give users control. Together, 

they show that Brussels knows the current consent model is not working, but has 

not yet settled on an improved architecture. 

More procedures around user choice will not solve a system already overloaded with 

user choice. The answer should be more targeted: ban harmful practices, require 
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strict consent for intrusive profiling, and allow low-risk operational uses under clear 

safeguards. 

The Omnibus can still become a useful reform. To do that, it should move beyond 

banner design and focus on practical changes.  
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Lunch Cookies 
 

 
Source: Blockhütte 

 

Malte Meurer feared getting fat. He was eating too many fast food meals and 

wanted to prepare healthy lunches for himself. But all the lunch boxes he saw were 

made of plastic. They leaked. They were difficult to clean. Maurer came up with the 

idea of a sleek steel substitute (“the Porsche of lunchboxes,” he quips, dubbed it 

Blockhütte, and, in 2019, set up his shop in his mother’s basement. 

Confident in their product’s quality, the key was alerting hungry potential 

customers. They were selling only online. This meant they needed digital 

advertising. And here’s where they crashed into Cookie Monster. 

They spent thousands of euros but couldn’t tell which of their ads were effective. 

They spent thousands more hiring lawyers to come up with some workarounds.  

“Big companies could afford to waste money overspending on advertising,” Meurer 

says. “Small companies like us could not.” 
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Despite the difficulties, the customers who did buy the Blockhütte liked the product, 

and the company now sells in 17 European countries. But its fastest growing market 

is the US, where few restrictions existed on cookies. Their American ads 

outperformed their European cousins by an estimated three times. Since customers 

were brought to the product through effective advertising, American customers 

returned their purchases at half the level of European customers. 

Like other small merchants, Meurer insists he doesn’t need to know personal 

information about potential customers. He isn’t a sports apparel company 

targeting a specific demographic, such as athletically minded women between the 

ages of 35 and 40. He just wants to avoid customers looking for plastic lunch boxes 

from clicking on his site. “Every click is expensive,” he says. “I want to reach the right 

customers who are interested in high-quality, upmarket lunch boxes.” 

The upshot? Meurer is considering relocating to the US, even though two-thirds of 

Blockhütte’s business remains in Europe. The US business is growing faster than the 

European business. Taxes are lower than in Europe. He already makes several trips a 

year to Los Angeles, where the company’s US subsidiary is located. 

“It’s sunny there all the time,” he says, contrasting with his current Hamburg home. 
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Chapter Five: Fixing Cookie Monster 
Recommendation One: Shrink the consent surface for low risk uses. 

Stop treating every device-based operation as if it were behavioral profiling. 

Define a small set of low-risk functions that do not require repeated consent 

prompts when safeguards are met. At minimum: 

●​ Basic measurement (counting visits and verifying delivery, not building 

profiles); 

●​ Fraud prevention and security (bot detection, payment fraud signals); 

●​ Strictly functional site operations (necessary to provide what the user asked 

for). 

It means drawing a line between routine operations and profiling. It also means 

reducing the number of times users are asked the same question. Keep the core 

“strictly necessary” principle but explicitly recognize common low-risk operational 

uses (measurement, delivery verification, fraud/security) when they are first-party, 

proportionate, and not used to build profiles. More broadly, Privacy-Enhancing 

Technologies (PETs) for advertising is an area of active development and innovation 

that may in time enable new privacy-safe approaches to core ad-related processing. 

Recommendation 2: Don’t centralize consent to create gatekeepers. 

If consent signals are centralized, the design must avoid turning browsers and 

operating systems into permission gatekeepers for the entire web. 

At minimum: 

●​ Centralized controls should not override the ability of websites to explain data 

use in context. 

●​ Default settings should not be controlled by actors with commercial 

incentives in advertising markets. 

●​ The system should not impose liability on intermediaries that forces them to 

“police” who qualify for exemptions. 
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Recommendation 3: Clarify consent-or-pay rules for publishers. 

Publishers need legal certainty. The current situation produces litigation and 

redesign cycles. 

If policymakers accept that journalism needs funding, they should state the 

conditions under which consent-or-pay is lawful for publishers: what counts as a 

genuine choice, what minimum alternatives exist, and what level of granularity is 

required. 

Recommendation 4: Reduce fragmentation with consistent enforcement. 

One EU rulebook that behaves like 27 creates predictable damage. 

Europe should narrow divergence through: 

●​ clearer EU-level positions on contested issues (analytics, consent-or-pay, 

device-access scope); 

●​ faster consistency mechanisms; 

●​ and less reliance on soft-law guidance that differs by country. 

Europe can protect privacy without turning the web into a pop-up obstacle course. 

But it will require one uncomfortable move: admitting that consent cannot carry the 

entire burden. 

The proposed move to bring the ePrivacy cookie rules into the GDPR framework is a 

sensible step toward more streamlined and harmonized enforcement. Today, cookie 

enforcement remains fragmented. National authorities can take different views on 

issues such as analytics, cookie scope, legitimate interest, consent-or-pay, and the 

boundary between ePrivacy and data protection law. Businesses need predictable 

rules across the Single Market, not 27 versions of the same obligation. 

Centralizing cookie enforcement within the GDPR system would also bring it closer 

to the GDPR’s one-stop-shop principle, under which cross-border cases are generally 

handled by a lead data protection authority. That would reduce the current 

patchwork, where some national authorities can use ePrivacy rules to reach conduct 

that would otherwise fall outside their ordinary GDPR jurisdiction. The result should 
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be clearer institutional responsibility, fewer parallel interpretations, and a more 

coherent enforcement framework for businesses operating across Europe. 

Recommendation 5: Consider radical reform. 

Imagine a scenario where ex-post ad transparency, not GDPR, becomes the locus of 

“user choice”? Companies would have the benefit of doubt that they can process 

data for ad-related—including personalized ad-related – purposes without consent. 

The Digital Service Act shows a potential solution. Under it, publishers who are 

“online platforms” that show ads need to provide detailed information about those 

ads. One clicks on “Ads” or “Sponsored” in the corner of an ad which leads to another 

window with more information, and typically the opportunity to further “Manage Ads 

Preferences / Settings”.  An advertisement, not the website, would become the focus 

of privacy concerns. 

With one bold stroke, such a reform would slay Cookie Monster.  
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